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Abstract

Recently WhatsApp application has become a hit among smartphone users in
Israel. The network enables the opening of discussion groups and information
sharing between the users of Smartphones easily. In Many organizations
workers' WhatsApp groups are opened and used for sharing work-related
information.

Using WhatsApp in organizations increases the potential of violations of
information security policies and creates ethical dilemmas regarding the rules
of sharing information among employees in the organization.

This study tries to measure the amount of information security violations in
security-oriented organizations' WhatsApp groups, and to examine which
factors are related to the information security violations. This would establish
an empirical foundation for organizational improvement of information
security obedience.

Surveys that were answered by 63 employees of two security-oriented
organizations were analyzed, and three conclusions were deduced: First,
information security is related to organizational social climate. Therefore,
information security obedience behavior should be enforced on both
employees and management. Second, managers’ behavior must be
monitored, since their WhatsApp activity is related to employees’ behavior
and since they perceive information security violation as relatively high. Last
is the fear of punishment, which is one of the main factors that relate to
Information security violations.
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